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Strong
The website shows a strong external security posture based on the checks
completed. This scan identified 0 critical, 0 high, 0 medium, and 0 low findings,
with 11 positive controls observed.

Findings

No active findings detected.

Positive Controls

DNS Protections

✓ DMARC policy detected

    This helps reduce email spoofing and protects domain reputation.

✓ SPF policy detected

    This helps receiving mail systems verify which servers may send email for the domain.

HTTP Security Controls

✓ HSTS header detected

    This helps force browsers to use encrypted HTTPS connections and reduces downgrade risk.

✓ Permissions-Policy header detected

    This limits browser features that pages are allowed to use, reducing unnecessary client-side exposure.

✓ Referrer-Policy header detected

    This reduces accidental leakage of sensitive URL information to third-party sites.
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✓ X-Content-Type-Options header detected

    This helps prevent browsers from guessing file types in unsafe ways.

✓ X-Frame-Options header detected

    This helps reduce clickjacking risk by limiting whether the site can be embedded in frames.

✓ HTTPS is in use

    This confirms encrypted transport is available for visitors and protects data in transit.

TLS Protections

✓ Requested hostname is covered by certificate SANs

    This confirms the TLS certificate matches the requested hostname.

✓ TLS certificate is not near expiry

    This reduces the risk of service disruption from an expired certificate.

✓ Modern TLS protocol negotiated

    This confirms the site supports modern encrypted connection standards.


